Reputation and the Provision of Data Security

Manos Perdikakis*

August 22, 2024

Abstract

In a two-period model, a monopolist chooses unobserved data-security investments.
Consumers pay no access fee, but must share their personal data and suffer when data
breaches occur. The firm wants to earn a reputation for protecting users’ data, to
maintain high activity in period two. I analyse two regimes of endogenous data-
sharing, differing as to whether the firm or the consumers have ex-post control over it.
Starting at the firm-control equilibrium, the social planner can improve total consumer
surplus by ex-ante imposing lower amounts of data-collection for both high- and low-
reputation firms in the second period. On the other hand, compared to the ex-post
consumer optimum, committing to less data-sharing following a breach induces higher
security; the ex-ante optimal levels of data trade off the direct benefit of higher security
against the cost of reduced learning about the level of cyber-risk. I discuss how these
results relate to GDPR-type regulation regarding consumer consent, and also examine
penalties and minimum security standards. Total consumer surplus is maximized by
giving consumers control over data sharing and using penalties to discipline the firm’s

investment incentives.
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1 Introduction

Following the surfacing of major data breaches, most notably the Cambridge Analytica
scandal, suspicion has arisen regarding the extent to which firms that handle personal-data
respect their users’ privacy. In Mark Zuckerberg’s own words, the Cambridge Analytica
scandal represented a “breach of trust” between Facebook and its userdl] In the Senate
hearing that followed the scanda]ﬂ he pointed at the crucial importance of “trust” for
Facebook’s business model, which depends on maintaining long-term relationships with
users who share their most personal information with the platformﬂ

Trust is necessary because it is difficult for firms to credibly signal that they adopt good
data-protection practices. Even when firms try to be fully transparent with their privacy
policies, users often do not read them thoroughly, due to the texts being significantly long
or convoluted or making extensive use of legal terminology. Or users may treat them as
cheap talk, i.e. non-binding statements. Even in the presence of stated privacy policies,
firms seem to have significant ex post discretion on how to implement those policies and
as demonstrated in Mark Zuckerberg’s Senate hearing following the Cambridge Analytica
scandal, it'may be hard to verify the extent to which breaches occur due to firms’ poor
security practices. This means we can plausibly think of firms’ actions to provide high
data-protection as both unobservable and non-contractible.

This discussion implies that reputations for good data-security could play a big role
in the interaction between long-lived firms and privacy-concerned consumers. I find this
consistent with the observation that firms seem concerned with convincing users that
they value their privacyﬁ For another example, see Apple’s recent campaign from 2023:

“Privacy. That’s Apple”. E|

"https://www.forbes.com /sites/kathleenchaykowski/2018,/03/21/mark-zuckerberg-addresses-breach-

of-trust-in-facebook-user-data-crisis/#3cc9c33d3e36, 2018
2https:/ /www.washingtonpost.com/news/the-switch/wp/2018/04/10/transcript-of-mark-zuckerbergs-

senate-hearing/
3Senator Gary Peters’ quote from the Senate hearing conveys the same message: “Can I believe...who

has access to this information about me? So, I think it’s safe to say, very simply, that Facebook is losing

the trust of an awful lot of Americans as a result of this incident”.
4Using Facebook as an example, its business website mentions: “..we take data protection and privacy

very seriously and are committed to complying to data protection legislation..”, while Mark Zuckerberg

recently outlined his ”Privacy-focused vision for Social Networking”.
Shttps://www.apple.com/uk/newsroom/2023/01 /apple-builds-on-privacy-commitment-by-unveiling-new

-efforts-on-data-privacy-day/
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This motivates me to investigate whether firms’ concerns to maintain users’ trust
provide them with sufficient incentives to adopt data-protection practices. The concern
is particularly acute because many digital service providers are mostly monetizing either
consumer attention via ads, or more broadly consumers’ data, offering their services for
free, and may thus not have sufficient incentives to offer high quality services to their
consumers. In such a world of reputational dynamics, I aim to understand the welfare
impact policies that aim to give consumers more control over data-sharing decisions and
curb the monetization of personal data.

In my benchmark model, I examine a two-period interaction between a monopolist
service provider and consumers, who do not pay a monetary price to access a firm’s
service, rather must share their personal data with the firm. The firm monetizes this
information and chooses its level of unobservable data-security investment in order to
avoid breaches of its database. I will be considering consumers who value their privacy,
and with each data breach suffer disutility, which increases in the amount of data that
they must share with the firm in exchange for using the service. In the first section, this
amount of data-collection will be treated as exogenously determined.

In addition to unobservable security investments, I use a model with consumer un-
certainty about firm characteristics that determine the probability of a data-breach, to
capture the fact that consumers are uncertain about the riskiness of sharing their personal
data with a given firm. They will thus rely on the occurrence or not of data-breaches to
learn about the risk of sharing data with the firm. After updating their beliefs, they make
their activity choices again in the second period.

In a two-period model, firms will be motivated to invest in the first period in order
to avoid public data breaches and the resulting harms to their reputation as adopters
of good data-protection practices. In terms of modelling, I will be using a model of in
which firms may be Commitment or Normal types, and the Commitment type is non-
strategic and always provides high level of data-security. A lack of data-breaches is good
news, and makes consumers update their belief upwards about the probability they are
facing a Commitment type; I will refer to this belief as the firm’s reputation. Absent
regulation, investment incentives are purely implicit, motivated by consumer retention,
and the Normal type makes no security investment in the last period.

The equilibrium derivation is followed by the main welfare and policy analysis of this

paper. I extend the model to study a setting in which the level of data-sharing is endoge-
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nous and consider two different modes of endogenous data-sharing: the consumer-control
regime in which consumers make ex-post optimal data-sharing decisions, given a firm’s
current reputation, and a firm-control regime, in which the firm chooses the amount of
data consumers are required to share with the firm, in order to access the service. The
firm chooses the requirement in order to ex-post maximize its profit, taking its current
reputation into account.

I’'m motivated to study these regimes of data-collection control because I believe they
map accurately to how cookies-related data-collection took place before and after the
introduction of the EU GDPR “opt-in” regulation. Under the latter, which is also the
subject of the empirical studyﬁ by |Aridor et al. [2023], firms must ask for consumers
to explicitly opt into data collection and consent is required for each purpose of data-
processing individually. Prior to this regulation, firms did not need to offer opt-out options
and it is plausible to assume that they chose their cookie-collection in a profit-maximizing
manner. The direction of the GDPR towards giving consumers more choice in data-
provision, also motivates the related work by Markovich and Yehezkel [2021] to compare
between firm- and consumer-control regimes of data-collection, and in that paper, the two
regimes are modelled in the same way as in mineﬂ

Starting at the equilibrium of either of those regimes, I ask: does ex-ante commitment
to different history-dependent data-sharing levels allow a planner to increase expected con-
sumer surplus relative to equilibrium? The planner observes no informational advantage
over consumers but can commit to different data-sharing levels depending on the firm’s
reputation, i.e. whether it suffered a data-breach or not. I will be asking this question
around the equilibrium of each of the two regimes of ex-post data control, similar to
the approach taken by |Lefouili et al| who also examine the welfare impact of caps on
data-monetization by a firm.

Changes in the levels of data-sharing in the second period have multiple effects on
consumer surplus (C'S) in this model: the direct, on the utility of active users in the
second period, and the indirect, via changing equilibrium investment incentives. In turn,
equilibrium investment affects consumer surplus via first-period disutility from breaches,
and via increasing the relative frequency with which a Normal (low-security) type will have

a high reputation in period two. Conditional on facing a Normal type, consumers face ex-

5The authors find a reduction in total cookies by 12.5% caused by this regulation.
" Although there is no cyber-security or learning in their paper and the emphasis is on consumer het-

erogeneity with respect to privacy preferences and on data-externalities.
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post regret in equilibrium following no-breach; they share too much data (in either regime)
and too many users are active relative to a perfect information setting, because they
entertain the possibility of facing a Commitment type. I call this the “signal-jamming”
effect of higher investment and it is always negative: high first-period secuirty impedes
learning and reduces second-period C'S.

Starting from the data-collection values of the equilibrium under firm-control, changes
in the levels of second-period data sharing have no first-order impact on investment incen-
tives; data-sharing affects investment incentives via changing profits in each of the second
period states, and at the ex-post profit maximizing levels of data sharing, profit is insen-
sitive to changes in them. This means that the only first-order impact is the direct one on
second-period CS. A profit maximizing firm whose revenue per consumer increases with
data-sharing will always ask for so much data that CS is decreasing at the margin, so
that the direct effect of limiting data-sharing is positive. A C'S-maximizing planner who
faces a regime of firm-control can therefore set small caps on the levels of data-collection
in period 2, on both high- and low-reputation firms and achieve an increase in total CS.

On the other hand, a planner that faces a regime of consumer-control deals with
a different situation; in that case, the direct effects on expected second-period CS are
zero because data-sharing in period two is chosen optimally by consumers. Therefore,
consumers can benefit in the second-period by changes in data-sharing that induce less
equilibrium security, so that there is more accurate learning about the environment, i.e.
less signal-jamming. However such a reduction will come at the expense of first-period
security. This is the fundamental policy trade-off that emerges in this model, because of
the dual role investment has. It both affects real outcomes, but also impedes learning
about the firm’s type. At this equilibrium, security investment may be too high or too low
relative to the consumer-optimal level. Data-caps for high- and low- reputation firms have

effects of opposite direction on equilibrium investment, so that the nature of intervention

is different according to the firm’s reputation.
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Finally, I use the benchmark model to identify how reputational incentives interact with

common policies. I first examine the impact of two policies on equilibrium investment:
penalties on firms that get breached and the specification of minimum security standards.
Both of those policy levers act as commitment devices in my model. High level of a
minimum standard means that even if a firm has low reputation following a data breach,
consumers understand that it will use security at least equal to the mandatory minimum
in the second period. But this decreases the harm to the firm from having low reputation,
thus erodes the implicit incentive to achieve high reputation in the first period. Unless
the planner can specify a sufficiently high level for minimum security standards, adopting
such a policy will increase second-period investment but decrease first period investment
in equilibrium.

To further motivate the model, it is worth it looking at some literature which suggests
that firms might indeed suffer financial damage following a data breach. Focusing on
public corporations in the US, Kamiya et al| [2021] find significant negative abnormal
returns only when cyber attacks induce the loss of personal data; the abnormal returns of
firms that do experience negative returns are almost 500 USD million per attack (1 percent
of value). Closely related to my model of reputation incentives, the authors argue that
in a full-information world where there is no learning about the firm or the environment
after a successful cyber attack is disclosed, the firm’s loss of value should only reflect out
of pocket fees (e.g. penalties, legal fees, etc.). Using data on disclosed breaches from 2005
to 2017, they estimate that cyber attacks have substantial additional reputation costs on
top of those due to expected legal action and penalties. Reputation in their setting, and
in mine, is synonymous with the firm-specific distribution of losses due to cyber attacks
that the customers perceive. Thus, their paper provides valuable empirical justification
both for the learning component of my model and the existence of firm incentives to avoid
data breaches.

Even though I have drawn motivation from the Cambridge Analytica case, the con-

cerns described above are not restricted to social media. The example that motivates the
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analysis of closely related work in |Jullien et al.| [2020] can be effectively used to provide
motivation for my work too; the authors recall an incident in which the Times website,
due to insufficient diligence in screening third-parties that were allowed to post ads on
the newspaper’s website, exposed its users to digitally harmful material.

In the next section, I discuss related literature. In Section 3, I present the benchmark
monopoly provider model, with exogenously determined levels of data sharing. The main
body of policy and welfare analysis is in section 4, in which I introduce the two regimes
of endogenous data collection, and discuss the ability of a planner to improve consumer
surplus by pre-committing to levels of second-period data collection that depend on a
firm’s posterior reputation. Section 5 introduces the extension of the baseline model to a
duopoly, and Section 6 shortly analyses two simple policies in the duopoly context with

exogenously determined data collection. The paper then concludes.

2 Related Literature

In this literature review, I find it more worthwhile to discuss few papers in greater length
that are closest to mine, rather than attempt to list all papers in the large literature about
the economics of privacy and cyber-security provision. There are excellent surveys both
very recent by |Goldfarb and Tucker| [2023], as well as slightly older by |Acquisti et al.
[2016]. The former also covers the recent empirical work, both on the economic impact
of GDPR and on measuring privacy concerns. The latter deals in depth with the theory
literature on the economics of privacy.

The paper closest to mine is probably |Jullien et al.[[2020]. Their model uses a signal-
jamming, two-period model of belief formation and in their paper too, firms take unob-
served actions, in the form of screening the third-parties they share consumer data with.
In their model, as in mine, equilibrium incentives are based on the prospect of consumer
retention. However, consumers do not update their beliefs about firm attitudes towards
privacy, rather about their own wvulnerability in the event of a data-breach. Their single-
website model is similar to my model of monopoly with fixed data terms, but the focus of
their paper is multi-homing competition between websites.

They study this mode of competition for consumers in order to focus on (a) website
competition in the advertising market and (b) on a novel “public good” problem between

websites: as long as consumer vulnerability is positively correlated across websites, a lack



of precaution by any one of them means that the consumer is more likely to value using
any of the other websites in the next period less. The public-goods aspect means that
in the perfect correlation case, a “zero-protection” equilibrium always exists. In contrast
to their analysis, I distinguish between data-collection and data-protection, and I focus
on history-dependent caps on data-sharing and analyse different regimes of endogenous
data-collection.

Also related is the paper by |[Lefouili et al, which is again motivated by regulation
that requires informed consent for data processing. The authors examine how caps on
data-monetizationf| will affect firm incentives for observable investment on quality and
examine the trade-off between higher quality and more privacy. An imposed ceiling on
data—monetizationﬂ will increase the amount of data shared with the firm by privacy-
conscious consumers, which in turn increases firm incentives for quality investment to the
extent that higher quality will attract more data-sharing consumers.

The papers by Markovich and Yehezkel [2021] and |Dosis and Sand-Zantman [2023]
draw welfare comparisons between consumer-and firm-control of data-collection decisions,
also motivated by GDPR-style regulation which gives consumers greater control. Neither
studies cyber-security. In Markovich and Yehezkel| [2021], which regime is optimal depends
on the magnitude of data-externalities: large and positive externalities implies that the
firm regime dominates, given atomistic consumers would under-supply. In|Dosis and Sand-
Zantman| [2023], the firm has less incentive to invest in data-processing under consumer-
control, so that regime is optimal only if the gains from more privacy dominate the loss
from lower data-utilization.

The following papers, de Corniere and Taylor| [2021], /Ahnert et al. [2022], and Fain-
messer et al. [2023], all have as their main focus the impact of the firms’ business model on
equilibrium incentives for privacy provision or cyber-security investment. They differ from
mine in that they model the incentives of cyber-attackers and the frequency of data-breach
attempts is endogenous in their papers. They all use static models and do not consider
reputation-based incentives for security.

In the first one, |[de Corniere and Taylor| [2021], the authors study the interaction be-

tween the firms’ business models in duopoly and equilibrium levels of cybersecurity. They

8The authors distinguish between data shared with the firm and the amount of data that the firm

monetizes. The two distinct values both enter consumers’ utility functions.
9Similar to my work, the authors employ a local analysis around the profit-maximizing level of data-

monetization.
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do this in a static setting with observable investments. The introduction of strategic hack-
ers introduces a negative network externality between users of each firm, since a large user
base attracts more data-stealing attempts. Their discussion focuses on comparing equi-
librium investments between ad-funded duopolists and product funded ones that charge
(endogenous) prices. The fact that they use observable security decisions, leads to differ-
ent findings than mine regarding the efficiency of investment provision in monopolym and
duopoly, in the comparable advertising regime, compared with the extension of my model
to a duopoly setting.

Ahnert et al|[2022] is a model of security provision and fee choice by financial inter-
mediaries. Unlike |de Corniere and Taylor| [2021], they study a single business model of
the firm that interacts with consumers, but they study different modes of operation by
the hackers, who can either choose to ask the firm for ransom or engage in conventional
attacks and attempt to steal users’ data. Attackers first choose their mode of operation
which the firm observes, then the firm chooses fee and security level (which the users may
or may not observe, they deal with both cases) and then attack commences. Both papers
study the optimal design of liability as well as minimum security standards.

Fainmesser et al.|[2023] also models attackers’ side in detail. Their innovation is dealing
with both data-storage and data-sharing choices of the firm and they analyze those, both
for ad-funded and transaction-funded firms. They take a firm’s business model as given and
find the optimal data collection and data security levels. Firms that are more data-driven,
set both higher levels of data collection and protection. This complementarity arises
because higher collection attracts more attackers and thus raises the marginal benefit of
protection.

To the best of my knowledge, and according to the survey by |Goldfarb and Tucker
[2023], and there is no empirical work documenting the impact of GDPR on cyber-security
investments and equilibrium frequency of data—breacheﬂ

Koutroumpis et al.| [2022] examine the link between hiring of cyber-security specialists
by firms and stronger data-protection laws and enforcement in the UK, and find significant
positive impact of the new policy on cyber-security hiring expenditure, using Burning Glass

job ads data. They focus specifically on data-breaches as a subset of cyber-attacks, since

0Tn their “monopoly” example, they assume full market coverage, hence there exist no incentives for

the provision of security.
1 As Garrett Johnson notes, “we have seen more research on the unintended consequences of the GDPR,

rather than the intended”.
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those both (a) involve a loss of personal information and (b) are often harmless to the
victim firm in terms of operations disruption. These two elements lead to potential under-
investment. This is also the motivating application I will make use of for this paper, i.e.
I will not be thinking about ransomware attacks, because they are both directly harmful
to the firms that have to pay ransom to restore some part of their digital operations, and
could plausibly be costless to consumers, if the firms pay the ransom and attackers are

‘noble’ in the sense that they don’t sell data even after receiving a ransom payment.

3 A model of data-breaches

There is a continuum of consumers with mass one, uniformly distributed over a line on
[0,1]. They interact with a single firm over 7" = 2 periods. The firm provides a digital
service and wishes to attract users; Registration of users lasts 1 period, while firm and
users live for 2 periods. Users make their participation decisions at the beginning of
each period. The firm charges users no registration or usage fees, but users must share
their personal data with the firm in order to use the servicelﬂ Firms have some ex post
discretion on how much to invest in the protection of their users’ data. This investment
can be thought of as effort that firms exert to better screen third parties that get access
to consumer data, or as actual investment in cyber-security to deter data breaches. This
variable will be denoted by e and I refer to it as the effort/investment/security level.
Crucially, I assume that this effort is unobserved by the consumers and mon-contractible.
I find this assumption reasonable; even if a data breach is made publicly known, it could
be quite costly, if at all feasible, to prove that it was due to lack of due diligence by the
firm.

Towards attracting privacy-concerned potential users, the firm faces potential gains
from maintaining a reputation of caring about users’ privacy. I reputation by introducing
incomplete information about firms’ types; a firm can have type N or C, which stand for
Normal and Commitment type, respectively. This type is privately known to the firm.
The Commitment type is non-strategic and always chooses the same action. In particular,
a Commitment type is the “good” type and always chooses the highest level of effort,
e = 1. Similar to Benabou and Laroque [1992], we can interpret this modeling device as

representing either real uncertainty about firm attitudes, or, perhaps more realistically,

120r we could think of this as data being generated by their activity on a website/app, which the firm

can subsequently monetize.
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uncertainty about the firm’s payoffs: a Commitment type can then be thought of as a
firm which incurs sufficiently high monetary loss from a data-breach in expectation, that
it finds optimal to play e; = 1 in every period. In this paper, we will be concerned with
equilibrium incentives of Normal types.

As I will describe in more detail in the next subsection, consumers care about the level
of effort the provider exerts, because this effort level determines the probability with which
they experience a breach of their personal data and suffer privacy disutility. I define the
“outcome” binary random variable s;, which can take values {b,n}, standing for breach
and no breach. The value of this random variable becomes publicly known at the end of
each period and P(s; = b|e;) is the probability it takes value breach, given the firm’s effort
leveﬂ e, of period ¢t € {1,2}. T use the following specification for the conditional pmf of
s:

Pble) =C+ (1 =01 —e) (1)

And taking expectation across types for given reputation p:

p(p,e) == Eu[P(s = ble)] = ¢+ (1 — p)(1 = ()(1 —e) (2)

The interpretation of the above pmf is simple: in each period, there is a probability
¢ € [0,1], that a negative breach “shock” will arrive regardless of the firm’s effort choice.
As the above specification suggests, breach probabilities in period 2 are independent of
s1 and ey. I will refer to the firm’s reputation in a given period, as the probability with
which users believe that the firm’s type is C' in that period. The firm has prior reputation
P(C) = p1, which is common knowledge. After observing s; € {n,b} at the end of t =1,
fully rational users update their beliefs the firm’s type using Bayes’ Rule. The posterior
reputation, po € {fin, s}, depends on the prior and also on the effort level that users
believe the Normal-type exerts in the first period, €1. I assume all users share the same
conjectures, and everybody observes the realization of s1, so that there is a single posterior
reputation for the firm at the end of ¢t = 1.

For any ¢ < 1, the posterior reputation a firm achieves following a s; = n realization

in period one is:

pn(@1) = P(Clsr = m61) = - (3)

13The only channel via which the firm’s type influences the probability of a breach is via investment, e;.

I do not need to condition the probability on the firm’s type, when conditioning for e.

10



The above posterior is not well-defined for ( = 1, since the probability of a non-breach
outcome becomes zero in that case. Posterior reputation following a good outcome takes
values in [u1,1]. For any €1 < 1, a lack of breach is relatively more likely when facing C'
type and p, > p. Expression further reveals that posterior reputation is decreasing
in the effort conjecture, €. This is very intuitive; if users anticipate that a Normal type
firm exerts a lot of effort to prevent breaches from occurring, a lack of breach becomes less
informative about the firm’s type, less indicative of a Commitment type and thus lower
positive impact on the firm’s prior reputationlﬂ When €1 = 0, then all good news indicate
a Commitment type with certainty, so posterior reputation following s; = n is equal to
one. In contrast, when €7 = 1, the Normal type firm perfectly replicates the Commitment
type’s behaviour in period 1, hence posterior reputations are not updated and p, = p.
Note that pu, does not depend on ( since the ratio of probabilities with which each type
achieves a “no-breach” realization is constanﬁ with respect to (.

Similarly, the posterior reputation for a firm that has a “breach” outcome in period 1
is:

Cu

pp(€r) == P(Cls1 =b,é1) = Cur +[(1 =1 —é1) + (1 — ) W

which now is always smaller than p and is increasing in (. This is intuitive; for { = 0, we

are in a perfectly revealing bad news setting and a breach realization lets consumers know
that they are facing an N type with certainty. Higher { allows consumers to entertain the
possibility that the breach was a result of a negative shock. This posterior is increasing
in the consumers’ effort conjecture, since a bad result is more likely to be the outcome of
a negative shock rather than firm negligence (low effort).

We can think of ( as inversely related to the quality of public infrastructure and
support given to firms to protect against cyber warfare. For instance, as the level of
support that firms receive in terms of information provision regarding state-of-the-art
cyber attacks. Similarly, we can think of  as the probability in each period that firms are
attacked using highly sophisticated hacking methods that they could not have protected
themselves against, or simply as the minimum probability that firms are exposed because

of human error in their processes (e.g. an employer losing their work laptop). Throughout

This is in contrast with other models of effort provision: For instance, in models using the setup of
Holmstrom)| [1999], posterior reputation is not a function of effort conjectures, hence the resulting first-order

condition is linear in the simplest model.
5That is because ¢ is a shock that results in a breach regardless of investment, which is the only

difference between types.
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this paper, I will use the b subscript to denote variables for the period-2 state after a
breach has occurred and the subscript n in the same manner. For example, py(u, €) or just
pp will be the expected probability of a breach given reputation u. I will also be writing

Un, by instead of being explicit about their dependence on €.

3.1 Consumers

I now turn to users’ payoffs and participation decisions. As mentioned already, users make
their participation decisions at the beginning of each period, meaning that users choose
between using the firm’s service or staying idle. Each user is characterized by a type 0,
which is the value of their outside option and follows distribution F'. Active users derive
positive utility v(d) from using the service, where d € [0, d"%"] is the amount of data that
they share with the firm. However, users also suffer disutﬂitﬂ ¢(d) in the event of a
data-breach and ¢'(d) > 0 so that users suffer more from a breach when they have shared
more data. There is no heterogeneity in privacy preferences. I think of d as the data input
required by consumers to use the service. It can potentially differ across periods, in which
case I will use a time-subscript, and in this section I will treat it as exogenously given.

Expected utility given probability of a breach, p, is then:

u(d, p) = v(d) — pl(d) ()

I will be assuming that u is quasi-concave in d, for every p € [0,1]. Thus, consumers can
potentially benefit from sharing at least some data with the firm. Furthermore, a user
that has suffered a breach in the first period will incur additional loss of ¢(ds) if their data
is breached again in the second period. The disutility of an active user that experiences a
breach in the second period is independen@ of both first-period activity and s;. Last, but
not least, I abstract from network effects and informational externalities by assuming that
the utility users derive from using the service is independent of other users’ participation

decisions (both past and present). If informational externalities in the spirit of Acemoglu

19Lin| [2022] attempts to disentangle between “taste” for privacy and instrumental preferences, i.e. pref-
erences stemming from anticipated surplus loss in the absence of privacy. Using a lab experiment, the
paper finds that consumers do have both intrinsic and instrumental preferences for privacy. In my model,

I will not take a stance on whether consumers’ privacy preferences are intrinsic or instrumental.
" This means, for example, that an agent that uses the service in both periods does not incur higher

privacy cost in the event of a second-period breach than a user who just uses it in ¢ = 2. Users suffer only

because their current period data is exposed.
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et al (2022) were present, then the outside option would be weakly negative for some users

with low 6 and decreasing in the mass of active users.

3.2 Equilibrium

Given the above, the mass of active users in a given period is F'(u(d,p)). The firm earns
revenue r(d) per active user, which is net of the constant marginal cost of servicing an
additional consumer and increasing in the amount of data collected per user, i.e. 7/(d) > 0.
We define the firm’s revenue as 1I(d, p) := r(d)F(u(d,p)). In the first period, the Normal

type chooses e to maximize expected profits across both periods net of investment cost:

Ell(d, e1;é1) =11(d,p) — C(e1)

+ P(bled)(d, pp) + (1 — P(blex))11(d, pn)) (6)

where P(ble;) = (+(1—()(1—eq) is the actual probability of a breach given a Normal type,
whereas p is the consumers’ expectation defined in . The cost function is increasing and
convex in e with lim._,o C(e) = lim¢_,0 C’(e) = 0, e.g. C(e) = 2ce?, and the Normal-type
firm chooses effort to maximize the above profit function, taking consumers’ conjecture
€1 as given. The firm bears no direct loss in the event of a breach, thus investment in
security is only motivated by concerns to attract users in period 2, implying that e; = 0.

Demand in the first period and posterior reputations pu,, up only depend on consumers’
conjecture, €1, and are not directly influenced by the firm, even though that conjecture
will have to be correct in equilibrium. The first-order condition that must be satisfied at

an interior solution is:

(1= ) (1A, pn) = TU(d,py) ) = C'ex) (7)

where I am using the shorthand notation p,, = p(un(€1),0) and p, = p(up(€1),0). Equation
defines the monopolist’s optimalﬁ effort provision, as a best-response to consumers’ in-
vestment conjecture, €1. Greater difference between revenue in the two potential outcomes
induces higher investment provision. To turn into an equilibrium defining equation, I
must impose the equilibrium condition that conjectures are correct i.e. é1 = ey. Since py,
is decreasing in €1 andlﬂ Uy is increasing in it, the equilibrium marginal benefit curve is

downward sloping and we obtain equilibrium existence and uniqueness.

8The solution to this first-order condition is always the global maximizer, since the marginal benefit is

independent of the actual investment.
YFor ¢ > 0. Otherwise, pup = 0 for all €7.

13



Proposition 1 A unique Perfect Bayesian Equilibrium of the monopoly game exists for
all parameter values. Type C plays e = 1 in both periods; type N plays ey = e* and ea = 0.
In equilibrium, users’ conjectures are correct, i.e. €1 = e* and €a = 0. First-period choices

by the Normal type maximize expected profit @ given those conjectures.

o If ( =0, e* is given by the unique positive solution to the equilibrium first-order-
condition, if the latter is weakly lower than 1. Otherwise, it is given by the corner

solution e* =1, and we have a poolmﬂ equilibrium.

o If1>( >0, e" is given by the unique solution to the equilibrium first-order-condition

in [0,1] and always lies strictly between (0,1).
o If ( =1, positive investment cannot be supported in equilibrium, e* = 0.

A more careful proof is in the Appendix, alongside proofs for the following comparative

statics results:
Lemma 1 The equilibrium effort level e*:
1. Is increasing in d, for 6 ~ U.

2. Is decreasing in C, for ¢ sufficiently close to 0. For 8 ~ U, it is decreasing in  for

all ¢ € [0, 1).
3. For for two functions that satisfy r1(d) > ro(d), ef > ej.

To interpret the above comparative statics results, arguments under fixed conjectures suf-
fice. In other words, we can consider changes in the marginal benefit of investment without
considering the feedback from consumers’ conjecture €1 that changes in equilibrium. Equi-
librium is found at the intersection of a downward sloping curve of the firm’s best-response
to consumers’ conjecture €1 with the e; = €7 line. This implies that the total effect of a
change in parameters on equilibrium investment will be of the same direction as if beliefs
were fixed, but also of lower magnitude.

The first result obtains because 7/(d) > 0, but also ug, > 0, i.e. the mass of active
users is more sensitive to reputation (i.e. the probability of a breach) at higher levels of

d. These effects suggest % > 0, which leads to the reported comparative statics result.

20In the sense that type N perfectly imitates type C in period 1 — but their period 2 behaviour is still
different.
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The exogenous shock probability, ¢, has multiple effects on the left-hand side of ,
i.e. the marginal benefit of investment (for fixed €7). First, a negative direct effect is that
investment is less effective in reducing the probability of a breach. Second, an increase in ¢
increases pp and leaves u, unchanged, which is also a negative indirect effect via posterior
reputations. Third, there is an additional negative direct effect because an increase in ¢
also affects breach probabilities in the second period. The Normal type is always breached
in the second period, whereas the Commitment type is always breached with probability
¢. Thus, an increase in ( increases the perceived probability of a breach by more, in states
where consumers believe to be facing a Commitment type with higher probability. In
other words, % > 0.

It is interesting to think about the interpretation of ( as a parameter that a regulator
can affect. Apart from the direct gain of reducing (, a regulator would also indirectly by
increasing the effort induced by Normal type firms.

It is non-trivial to establish whether a firm with a higher prior p will exert higher
effort in equilibrium, since both posterior reputations present in the net gain term are
increasing in the prior, holding conjectures fixed. In the case of perfect bad news where
¢ = 0 and pp becomes zero, equilibrium effort would be increasing in the prior because
the expected gain from not getting breached would be higher for every conjecture level
held by consumers. By continuity of e* in ¢ in a neighbourhood of ¢ = 0, this result will

carry-through for low values of this parameter.

3.3 Disclosure of breaches

We can extend the model by introducing imperfect disclosure of data-breaches. We do
so in a reduced form way, via the parameter ¢ € [0,1], which is the probability that a
breach becomes public information after it has occurred. For simplicity, assume that the
same g applies for breaches that occur to both Normal and Commitment firms. For ¢ < 1,
consumers update their beliefs at the end of period 1 based on whether or not they observed
a breach. The probability with which this happens is x°(e, ¢, q) := [¢ + (1 — ¢)(1 — e)]g,
increasing in ¢ and ¢ and decreasing in e. Since the likelihood ratio x°(e, ¢, q)/k%(1,¢, q)

does not depend on ¢, the posterior uy is also unaﬁected@ by g. On the other hand,

21This relies on the assumption that the Commitment type’s breaches are also only revealed with prob-
ability ¢. If they were always decreasing in g, then the ratio would become increasing in ¢ and pp would

be decreasing in it; this is intuitive under this alternative assumption: at higher g, an observed breach

15



the posterior pu, is always increasing in q, since at higher disclosure rates, no disclosure
becomes more informative about an actual lack of breach. The level of ¢ has an additional

direct, positive effect on investment incentives, and we obtain the following:

Lemma 2 The equilibrium level of investment e* is increasing in the probability of dis-

closure, q.

3.4 Discussion of assumptions

Before moving on to the policy analysis and model extension, I discuss some assump-
tions on which the equilibrium derivation and subsequent analysis does not depend on

qualitatively.

1. User heterogeneity in data preferences can be accommodated; what does matter is
firm revenue in each period is decreasing in the probability of a breach that users
perceive. New working paper by Lin et al finds heterogeneity in sharing data both
across consumers (what I just discuss here) and across websites, which could suggest

a role for website reputation to affect sharing decisions.

2. The quasi-concavity assumption on u can be guaranteed if v/ (d) < 0 and ¢”(d) > 0.
The latter is not obviously the most plausible assumption. It corresponds to an
interpretation of higher levels of d as including more sensitive data whose leakage
would be even more disliked by privacy-concerned consumers. Alternatively, we
could think of d as the quantity of similarly sensitive data; in that case, £”(d) > 0
could be justified if targeting or identifying the consumer by malicious parties was
increasingly easy or increasingly accurate with more data. A data breach gives such

malicious parties access to consumers’ data.

3. The firm need not be privately informed about its type. the model would work very
similarly@ as a pure “signal-jamming” model, in which some firms are type C and
some are type IV, but the firm itself also does not know its own type. The marginal

benefit on investment to a firm that does not know its own type would have to be

becomes more likely to have originated from a Normal type.
22More complicated would be to introduce ¢ as in the previous section. Under mutual uncertainty about

the firm’s type, discussing the disclosure of breaches would raise the question of whether the firm also
learns of the breach itself. If it does, and consumers do not, then the firm would have private information
in the second period. In a model of more than two periods, this would cause a qualitative divergence

between the models with and without private information on the firm’s side.
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multiplied by (1—p1), since investment is only valuable if the firm is Normal type (in
this case without private information, the types would be more clearly interpreted as
high- and low-risk). This modelling assumption may be more appropriate if we are
thinking as data-breach risks coming from, for example, zero-day vulnerabilities, the
existence of which the firms are reasonably assumed to be unaware of. Finally, note
that the firm’s type does not need to be time invariant, just positively correlated

across the two periods, for investment incentives to be supported in equilibrium.

4. Less importantly, the Commitment type could play é < 1 and the equilibrium deriva-
tion follows identical arguments. Notice that with purely reputation-driven incen-
tives, e* cannot over-shoot € in equilibrium. In that case, a breach would be evidence

of a Commitment type, hence no investment incentive in equilibrium.

5. The model can be extended to allow for a simple treatment of positive consumption
externalities. Sufficiently high magnitude means the monopolist achieves full market
coverage in period two regardless or s, thus has no investment incentives. For

modest magnitude, the analysis remains qualitatively the same.

Finally, the model presented above can be extended to accommodate different amounts of
data collection in period 2, depending on the outcome of period 1, which we can refer to
as dy and dp. When d, and d, are exogenously fixed parameters, equilibrium derivation
follows the same arguments as above and each pair d,, d;, induces a unique equilibrium.
In the following section, I extend the model in order to endogenously determine the levels

dy, and dy.

4 Endogenous data collection

In this section, there are two objectives: First, to extend the monopoly model just pre-
sented and account for endogenous choices of the data variable; in particular I will be
thinking about history-dependent choices, i.e. two separate values {d,,, d,} which refer to
the two possible states of period 2. I will be focusing on two different regimes of ex-post
control over data sharing. In the regime of consumer control, consumers can choose in
every period the amount of data they want to share with the firm, if they participate at
all. They can thus react to new information about the firm in the second period, by chang-

ing how much data they share with it to maximize their second-period expected utility.
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Maintaining the initial assumptions of no data-sharing externalities between consumers,
decisions under the consumer regime maximize ex-post consumer surplus. I further main-
tain the homogeneous data preferences assumption, so that there a unique level of data
level that maximizes each consumer’s surplus from using the firm’s service.

In the regime of firm control, the firm chooses its profit-maximizing data requirement
in each period and state; I use ez-post control, in the sense that the firm cannot commit
in period 1 to how much data it will ask for consumers to share in period 2.

The second objective in this section is to understand, for each regime, whether (and
how) a planner can raise consumer surplus relative to the “regulation-free” equilibrium. In
particular, I will assume that the planner can impose a specific level of data to be shared
by active users in each state of the second period, i.e. following either a breach or lack
of one. Regarding the consumer regime, this is equivalent to asking whether consumers
would collectively benefit from committing to different levels of d,, and dj than those that
ex-post maximize consumer surplus. Throughout this section, I will be focusing on the
case of uniformly distributed consumer outside options. The mass of active consumers will
be given by the indifferent type, 01, 6,, or 8, and I focus on the case such that these are

always interior.

4.1 Equilibrium in the two regimes

For each regime, the timing of the game with endogenous data collection is almost identical
to that of the previous section.

In the consumer regime, in each period, consumers choose both whether to be active
users, and if so, the level of data to share with the firm, d° € [0,d™®]. In the second
period, they do so after having formed posterior beliefs about the firm’s type. I emphasize
that this model preserves a feature of the previous analysis, namely that the consumer
type is not interpreted as data-sensitivity, i.e. wugy = 0. This means that consumers
always agree on the optimal level d©. For given probability of suffering a breach, active
users share d°(p) := argmazq u(d, p), which is uniquely defined if we assume u(d,p) to
be quasi-concave in d. In addition, the negative sign of ug, implies that d® is decreasing.
The direct effect of p on expected utility is always negative, so that an increase in p
decreases the mass of active consumers, too. Finally, a lower p increases firm revenue
via both greater demand and greater revenue per consumer. In other words, if we define

% (p) := 1(d® (p), p) = r(d®(p))D(d® (p), p), we obtain the intuitive dI1¢/dp < 0.
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In the firm regime, at the beginning of each period, the firm announces the level of
data df" € [0,d™?*] that a consumer must share with the firm in order to use the servicelﬂ
Importantly, we assume there are no data-adjustment costs between periods: thus, Normal
and Commitment type firms have the same optimal df" choices at every period and for
every current reputation level, and there is no signallinﬂ of the firm’s type from the
choice of di. We define d¥'(p) := argmaz4 11(d, p) and I1¥ (p) := I(d¥ (p), p), and using a
similar envelope argument to the previous paragraph, we obtain that dII* /dp < 0.

For any p, df must be weakly larger than d°: a firm decision cannot be profit maxi-
mizing if marginally increasing d would both increase demand and revenue-per-consumer.
This means that in equilibrium of the game with firm-control, consumers would always
rather that the firm asks for less data in each state. I will refer to this feature often, so it

is useful to state it as a Lemma.

Lemma 3 A firm that chooses d to mazimize current-period profits will optimally choose
a level d¥' that satisfies ug(d¥,p) < 0 or it will choose d¥' = d™. If, for any p > 0, II and
u are quasi-concave in d, it additionally holds that d°(p) < d¥ (p), with strict inequality if
df (p) < dme=,

To generate the Figures that follow I will be using the functional forms:

u(d,p) = ad — (p+ 1)d?

r(d) =rid

for any a,r; > 0, the utility and revenue functions are quasi-concave in d, with the

following maximizers:

dC(P) = m
20
) = 3p+1)

As Lemma [3| suggests, d°(p) < d¥(p) at every p. Under both regimes, equilibrium exis-

tence and uniqueness follows from identical arguments, and very similar to those under

2The level d = 0 can be treated as the minimal level at which the service is usable, but in that case it

should also hold that £(0) > 0.
24 Committing to their future data-requirements in period 1 would potentially allow Commitment firms

to signal their type. A firm that knows it will have higher reputation in the second period finds it more
profitable to commit to a higher level of future data sharing, because higher data requirement makes profit

more sensitive to current reputation.
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exogenous data, because firm profit in period 2 remains increasing in its posterior repu-
tation. An equilibrium under the consumer regime, identified using the superscript C, is

defined as the unique combination {ekc, ukc, dkc, 9,?}, for k € {1,n,b} such that:

1. Posterior beliefs are consistent with Bayes’ rule, given investment level elc.

2. Given e(f, active consumers choose data-sharing in each period and state according

to d¢ = d%(py,), and Okc = u(dkc,pk) where k € {1,n,b}.

3. ¢ = ef = 0 and e{ satisfies the investment f.o.c., given that profits in each k €
{1,n,b} are II(p;,). Following the derivation of the previous section, the first-order
condition is:

(1= O —TI5) = C'(e) (8)

where Hbc is used as shorthand notation for Hc(pb). Similarly, we can define the unique
equilibrium under firm-control. It is still the case that the firm cannot influence consumer
conjectures about investment in period one. Hence, optimal e1, as well as the endogenous
choices of d,,d in either regime, are independent of the choice of di, and we will omit
di from most of the discussion below. It is worth noting, that in the equilibrium of
either regime, consumers will be under-sharing with Commitment types relative to the
case of complete information, whenever posterior beliefs are interior. They will also be
over-sharing with Normal types: not only do consumers entertain the possibility of facing
a Commitment type, but also recognize that incomplete information gives Normal types

investment incentives, which further raises optimal data sharing.

4.2 Limits on data collection in the two regimes

In this subsection, I will be considering a regulator that can, in period 1, ex-ante impose
levels of data to be shared by active users in each state of period 2. This means that the
regulator can condition data collection on the outcomﬂ of period 1. The regulator has no
informational advantage over consumers and can only use publicly available information
about the firm. For any pair of fixed values (d,,dp) and the unique equilibrium they
induce, I analyse the effects of marginal changes in d,, or d, on total consumer surplus.
The goal is to perform comparative statics of total C'S at the unique equilibrium of each

endogenous-data regime, derived in the previous subsection.

Z50r posterior beliefs about the firm’s type.
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Starting from any pair (d,, dp) and the well-defined equilibrium investment and beliefs
that these induce, we totally differentiate C'Ss, i.e. expected consumer surplus in period

2, to get:
dCSy  9CSy0er  ICS, ©
ddb - 661 8db 6db

and the same expression holds for d,,. Each data variable has two effects on C\Ss, a direct,

via changing utility consumers derive from data in period 2, and an indirect via changing
first-period investment of the Normal type, which depends on the slope of equilibrium
investment. I will analyse each of the three terms of @ separately.

We have defined p, = p(up,0) = ¢+ (1 —¢)(1 — up) as consumers’ expected probability
of a breach occurring in the second period, after it has already occurred in the first. This
leads to a unique d¢ (pp), endogenously determined in equilibrium. By the assumed quasi-
concavity of consumers’ utility in d, the sign of the direct effect depends on the comparison
of the specific dj, with the value d°(py). Similarly, an increase in d,, benefits consumers

via the direct effect iff d,, < d”(p,). We summarize the discussion into a Lemma.

Lemma 4 At the equilibrium induced by a pair of parameters (dy,,dy), the direct effect on
CSy of an increase in dy is negative if and only if dy, > d°(py), while the direct effect of
an increase in d, is negative if and only if d, > d°(p,). If d,, = df and dy = df, both

direct effects are negative.

The second part of the Lemma simply echoes Lemma . Next, I discuss the invest-
ment slope terms. Following the same arguments as in the comparative statics exercises
of Lemma [}, we need to consider the sign of the mixed partial derivative of total expected
profit with respect to e and dj, (or d,), holding consumer conjectures fixed. For dp, this is
given by:

82TH 8H(db,pb)

= —(1—
aelﬁdb ( C) 8db

Holding consumer beliefs fixed, a change in d will only affect firm incentives via the

(10)

post-breach profit II. In turn, has the opposite sign of %j’b’m), which by quasi-
concavity of the profit function in d is positive if and only if dj < d¥(py), mirroring the
argument used above Lemma [4] This is what the Figure shows, for the case of { = 0:
as dp approaches the firm optimum from below, the profit from achieving low reputation
increases, which implies that incentives to avoid a low reputation decrease. The same ar-

gument holds for d,, except that increases in II,, increase investment incentives. Whether
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dp
0.2 0.4 0.6 0.8 10

Figure 1: Illustration of Lemma 5, for ¢ = 0. The vertical line that crosses the flat part of
the curve corresponds to d'(1), while the one on the left corresponds to d“(1) < d¥(1),
at which point investment is always decreasing in dp. Drawn for: ¢ = 3,a = 2.38,d,, =

1.1, = 0.38.

a marginal change in the exogenous d,, increases equilibrium investment, depends only on
whether d,, is larger or smaller than the endogenous d¥'(p,) at the original equilibrium.

We state the following Lemma, which is proven in the Appendix.

Lemma 5 At an interior equilibrium induced by a pair (d,,dy), the partial derivative of
equilibrium investment with respect to dy, Oe* /ddy, is positive if and only if dy > dF (py),
with equality at dy, = d¥ (py). Similarly, Oe* /dd,, is positive if and only if dy, < d¥ (py). At

the equilibrium values of the firm regime, there are no first-order effects on investment.

It is helpful to note that, for ( = 0, the perfect-bad news assumption simplifies this
argument because py, is always equal to 1, independent of other parameters, hence d®(py)
becomes a scalar@, d®(1). For this particular case, Figure [1]illustrates Lemma
Now that we have understood the direction of effects on equilibrium investment, we ask
how these will translate into changes in expected consumer surplus. Starting with second
period consumer surplus, we turn to the effect of higher investment e; by the Normal
9C Sy

type on second-period consumer surplus e Differentiating C'Ss with respect to e; and

evaluating at the consumer-regime equilibrium, we obtain:

85:2 —(1-01 - p) [/090 <u(d${, 1) - 9) o — /Oabc <u(df, 1) - 9) d9]

26Even for ¢ = 0, d$ would remain endogenous.
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eq affects C'Ss in two ways: directly, via changing the frequency with which breaches occur
and thus the distribution of firm posterior reputations, holding the latter fixed. Indirectly,
by affecting posterior reputations p,, up and thus participation decisions. However, there
is no first-order impact of those on CSy because there are no externalities in this model;
consumers choose participation optimally, given their information and beliefs, which in
equilibrium are correct. The only first-order effect is the direct, holding p,,, up fixed.

I will refer to the above as the signal-jamming effect of investment and I claim that
at the consumer-regime equilibrium, it is negative. Each integral in the above expression
is over consumer net utilities conditional on facing a Normal type, i.e. with second-
period probability of breach equal to 1. This conditional consumer surplus is maximized
by the combination d®(1) and the quasi-concavity of utility means that u(d®(p,),1) <
u(d® (py), 1) < u(d§ (1), 1), so that the integral on the right is always (weakly) largelm

Intuitively, conditional on facing a Normal type, a breach reveals the firm’s type more
accurately and helps consumers make better decisions in period 2. As long as lack of
a data breach remains informative and consumers act on that information, i.e. as long
as consumers participation and data-sharing decisions are different in the two states of
period 2, higher investment by the Normal type means that consumers are more frequently
misguided into giving away more data than they would, if they knew for a fact that they
are facing a Normal type. Notice that for e; — 1, first-period outcomes are no longer

informative on the firm’s type and the signal-jamming effect becomes zero.

Lemma 6 The signal-jamming effect of investment on second-period consumers surplus

1s always negative when evaluated at the equilibrium of the game with consumer control.

Finally, given the last few results, we can sign the total derivatives of C'Ss at each of
the regime’s unique equilibrium. Consider changes in either parameter, starting from the
equilibrium values of the equilibrium under ex-post control by the firm. By Lemma
investment is unchanged by local changes to either data term, so only the direct loss to

consumers remains.

Corollary 1 From the equilibrium under firm control, a planner can raise total consumer
surplus by imposing a marginal reduction in the amount of data that firms with either high

or low reputation can ask for in period two.

ZTTheir problem is exacerbated by the fact that more consumers regret their participation ex-post fol-

lowing a “no breach” than a “breach” realization, i.e. 6, > 6, > 6(d°(1),1).
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In other words, the planner can raise total consumer surplus by imposing small caps on
the amount of data that firms can collect in period 2, relative to the equilibrium of the
firm regime. This is total consumer surplus, since d,, d, only affect C'S7 via investment
and neither has a first-order impact on e; at the examined equilibrium. Consumers benefit
from less data-sharing in period 2 because, by Lemma [4 firms ask too much data in the
firm-control equilibrium.

On the other hand, looking at the total derivatives at the consumer-control equilibrium:

dCSQ 6052 861 8052
= — 4+ >0 11
ddb (dgdl?) 861 8db Odb ( )
= =) =0
dCSQ 8082 661 8052
= 12
Ao hag gy Oer 0dy + Od, " (12)

= &) =0
The difference driving the results is that an increase in d,, from d$ will increase investment
(revenue with high reputation increases), whereas an increase in dj, will decrease investment
(revenue with low reputation increases). Thus, one change causes more and the other
causes less signal jamming, and neither has first-order direct effects. We learn that locally,
C'Sy can increase by committing to a larger dp, i.e. consumers punish too hard and share
too little data with low-reputation firms, but smaller d,,, they give out too much data to

high-reputation firmg>]

Corollary 2 From the equilibrium under ex-post control of the consumers, the planner
can increase C'Sy by imposing small caps on data sharing for high-reputation firms, i.e.

by decreasing d,,, but not for low-reputation ones.

These corollaries are meant to relate the model in this paper with GDPR-style regulation
regarding opt-out rights of consumers, which is interpreted here as consumers choosing
how much of their data to share with the firnﬂ given what they believe about the cyber-
security of the firm. Corollary [1| tells us that some degree of opt-out rights is always
beneficial to consumers, relative to the setting where firms impose make take-it-or-leave-it
offers to consumers with respect to data collection. Corollary [2] suggests that C'Se can
increase relative to the “opt-out” equilibrium, by imposing additional restrictions on data

collection by firms that are perceived as “low-risk”, i.e. those with a good track record

281 have been silent about the impact of di; on welfare. In the T' = 2 model, investment incentives are

not affected by d1, so that the planner cannot do better than df .

2Depending on the interpretation of d; see also the discussion at the end of Section 3.
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Figure 2: Fixing some d,, we plot C'Sy as a function of dy. Between the left and right
vertical lines, which correspond to d“(1) and df(1), respectively, there exists a local
maximum of C'Ss: for the given functional form assumptions, it is a global maximum.

Drawn for: ¢ =11,a = 2.38,d, = 1.1, x = 0.38 and ( = 0.

in cyber security. On the other hand, regarding data collection by “high-risk” firms,
the planner should restrict consumers’ ability to opt-out, for instance by specifying some
information that active consumers have to share.

In Figure |2 I focus on the simpler case of { = 0, in which, as I have discussed, both
d®(1),d" (1) are specific scalarﬂ The analysis implies that for any fixed d,,, there exists
a local maximum of second-period consumer surplus at some di* € (d“(1),d'(1)). Of
course, so far I have ignored that changes around the consumer-control equilibrium will

also induce changes to consumer surplus of period 1. The latter, is defined as:

01
CSy = / <u(d1, ) —9> i (13)
0
so that the total derivative with respect to e; is:

dC'Sy

C 6u(d17 I lb)
d61

(dS dS dS) dey

>0 (14)

Once again, effects via changing 6; are not of first-order; consumers make activity deci-
sions optimally in equilibrium. In addition, the first-order effects from changing d; are

zero at df. The purely positive impact of investment on CS; then comes from a lower

39The case with ¢ > 0 is more complicated because as we vary dp, holding d,, fixed at some value, py
changes at every equilibrium. Hence, d°(py),d” (py), too and we must track how these compare to the

current value of dp, in order to sign the direct and indirect effects, as suggested by Lemmas E| and
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breach probabilitylﬂ So how can we compare the induced increase to C'S; due to fewer
breaches with the decrease in C'Ss induced by less learning? Observe that at high levels
of investment, 0y is larger, and d? should be larger too, because consumers expect their

data to be safer.
au(dl, Plb)
861

The above derivative is increasing d?, and thus larger at higher levels of investment. This

= (1 - u)(1 —¢)e(dy) (15)

is intuitive; when consumers expect fewer breaches and share a lot of data with the firm,
the marginal utility of further reduction in the probability of a breach increases. On the
other hand, the signal-jamming effect, via which CSy changes, shrinks towards zer@ at

high levels of investment. We take the second order partial derivative to see that:

2
e = (=01 -p [‘;9 (ute 105 ) - 5% (utaf1) - 95’)] -0 (9
N

861
~~~
=) ) (+) )

Participation is lower because e; lowers the high posterior reputation. Conditional on
facing a Normal type, equilibrium participation levels following no-breach the equilibrium
marginal consumer always has ex-post regret. Intuitively, as e; — 1, the signal-jamming
effect should shrink, because as e; — 1, it implies p,, — g, bringing 8¢ and dS closer
to their state b corresponding quantities. Essentially at higher e;, consumers understand
that a lack of data-breach is often caused by a Normal type and are cautious with partic-
ipation and data-sharing in the second period. This means that ex-post regret is of lower
magnitude in period 2 when a Normal type achieves high reputation. This is illustrated
in Figure [3} I plot how the partial derivative of C'Sy with respect to e; (i.e. the signal-
jamming effect) changes with ej, under ex-post consumer-optimal decisions. As e; varies,
consumer posterior beliefs change in each state and so do the equilibrium levels of data

sharing, d?, df, dg at which I evaluate the partial derivative.

Lemma 7 When parameters are such that the consumer-control equilibrium features higher

levels of e?, the negative signal-jamming effect is of lower magnitude, 82(,92592 > 0. At the
1

same time, the positive impact of investment on CSy is even higher, 686;251 > 0. As a
1

31When there is also an effect via dy, and given that 6; = u(di, P}), we observe that C'S; increases iff
the participation cutoff does. This is the case because ugs = 0: whenever any consumer benefits by the
joint change in d; and e1, the marginal consumer benefits too, thus the location of the margin shifts up.

For our baseline functional form, greater investment increases equilibrium C'S;.
32If ¢ > 0; otherwise, the first-period outcomes are always informative and the two posteriors always

remain bounded away from each other.
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Figure 3: Vertical axis is 0CSy/0e; evaluated at d,, = d(un(e1)),dy = d°(un(er)).
Higher equilibrium investment means lower magnitude of signal-jamming. Drawn for:
a =238, =0.38,and ¢ € {0.1,0.3,0.5}. Lower ¢ corresponds to a curve higher up. For

¢ > 0, all curves converge to the horizontal axis.

result, it is more likely that starting from high e?, increases in e1 are more likely to raise

total consumer surplus.

5 The model in steady state

In this section, I extend the model to an infinite horizon variation. Specifically, I will focus
on the regime of consumer control over data sharing. I will make appropriate assumptions,
so that there is a stationary equilibrium in which the Normal type uses the same e* in
every period. The objective it two-fold: first, to construct a model in which all insights
derived in the previous section extend to; the qualitative insight of the model does not
depend on the lack of reputational concerns in the last period of a finite-horizon model.
Second, to use this model in order to integrate the security and learning effects of cyber-
security and identify a consumer-surplus maximizing policy. In this model of T' = oo, the
firm lives forever, and has private knowledge of its time-invariant type. The timing is as

follows:

1. A new consumer cohort is born in every period, t. Once they become alive in period

t, they immediately learn the security outcome of period ¢ — 1, and only that.

2. Based on that, they update to their beliefs are either u, or up.
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3. Consumers choose whether to participatﬂ and how much data to share with the

firm.
4. A Normal type firm chooses the unobserved e; in every period.

5. A breach occurs or not, affecting the current cohort of active consumers. After that,

they exit the game.

Each cohort of consumers holds the same prior u over the firm’s type and the same
conjecture € over the investment made in every period by the Normal type. This conjecture
affects both their belief about the firm’s type based on the outcome of last period, as well
as their perceived probability with which a Normal type will suffer a breach in the current
period. Same as in the 7" = 2 model, investment incentives for the firm in period ¢ come
from the benefit of achieving a high reputation in period £+ 1. Thanks to the assumptions
we have made above and in the presentation of the benchmark model of Section 3, the firm
only considers the expected revenue of ¢t + 1 when choosing e;. The first-order condition
for investment looks identical to (8)), and equilibrium must satisfy the conditions already
discussed. The main difference to is in specifying the probability with which consumers
of cohort ¢ expect the firm to suffer a breach following each outcome of t — 1. Following a

breach:

P> (s €) := pp(e, Q)¢+ (1 — pp(e, ) (¢ + (1= ¢)(1 —e))
=(+ (1 =00 — mle, )1 —e) (17)

and having observed “no-breach” in ¢ — 1, consumers expect to be breached in t with
probability:
P> (pns€) =+ (1= )1 — pn(e))(1 —e) (18)

Again, p,, does not depend on ( because the latter does not affect the LR conditional on

“no-breach”. In addition:

apoo (Mbv 6)
Oe

=—(1-0) (1—Mb)+(1fe)% <0 (19)

33Participation decisions add no qualitative insight at this point and I could also assume that all con-
sumers have an outside option equal to zero. I maintain the assumption of incomplete participation for

continuity with the previous sections.
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while the change in p>(uy,,e) has ambiguous sign because the high posterior decreases in

apoo(/:”e):_u—c) (l—un)+(1—e)({)§? (20)
ey

This fact can potentially cause issues in equilibrium uniqueness; the argument relied upon
in the T' = 2 model rested on the marginal benefit of investment decreasing in consumers’
beliefs about investment. A sufficient condition for this is that p*(un, €) is increasing in
e. Ase — 0, u, — 1 and thus p>(uy,,e) is unambiguously increasing in e, so that the
standard intuition prevails and equilibrium marginal benefit is decreasing. Since p°°(up, €)
is increasing in an interval of e including e = 0, marginal benefit is decreasing in e at e = 0.
This ensures existence of a solution for the first-order conditionP

On the other hand, as e — 1, the derivative becomes unambiguously negative. With

very high effort of the Normal type, the change in beliefs about the type, 85‘8", becomes

less important in determining the total change in the prob. of a breacﬂg_gl It is worth
noting that the posterior p>(uy,,e) is less sensitive to e than p®(up, €), simply because
the prob of a Normal type is lower. Thus, even when the former is decreasing in e, it does
so at a rate slower than p™ (1, €), which is a force driving the decreasing marginal benefit

of investment and uniqueness of equilibrium we observe numerically.

Proposition 2 A stationary Markov Perfect Equilibrium of the steady-state game exists,
in which the Normal type firm plays e* < 1 in every period. It is unique for sufficiently

convex cost of investment.

Next, I ask what is the time-invariant combination (d,,dp, e) that maximizes C'S*, i.e.
discounted expected consumer surplus in this game. Notice that when we fix the Normal
type’s investment at e, the data sharing rule that maximizes C'S® must be given by the
ex-post optimal rule: In a model without consumption or data externalities, the only value
to deviating from the ex-post optimal decisions of each consumer would be to influence
the firm’s strategic incentives. I am thus looking for the optimal value of e to induce, for

instance via employing an (expected) penalty f that a firm incurs each time it suffers a

34 And at a point that is indeed a local maximum for the firm’s problem.
35We obtain the negative sign whenever:

1—
T"62+26—1>0 (21)

which happens whenever e > This lower bound is smaller than 0.5 and it is independent of (.

VB
T+
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data breaclrm It is easy to show tha@

Lemma 8 Assume a penalty f > 0 is imposed to a firm every time it suffers a breach.

If, for every f, a unique stationary equilibrium investment exists, it is increasing in f.

Ignoring participation constraints of the firm, due to potentially negative, i.e. assuming
large enough revenue per consumer or low enough investment cost, the planner can thus
implement the optimal value of C'S® in equilibrium by giving consumers ex-post rights
in choosing data collection levels, and using a penalty to fine-tune the firm’s investment

incentives.

Proposition 3 The tuple (d, = d°(¢),dy = d°(¢), e = 1) mazimizes discounted expected

consumer surplus, C'S*°.

When N fully imitates C', consumers do not value learning. Hence, maximum security and
the associated ex-post optimal data-sharing choices jointly maximize consumer surplus.
When both types us e = 1 and breaches occur with probability ¢, the two types become
indistinguishable, hence d“(p,) = d(py) = d“(¢) and the expected CS induced by this
tuple following either b or n is C'S>®(¢,d%(¢)). make sure you define this function above
Of course, this insight would also apply to the 7' = 2 model.

But what if the planner cannot impose a large enough fine such that e = 1 in equilib-
rium? Will increasing the penalty, and thus equilibrium investment monotonically increase
CS*°? In order to answer this, I examine the shape of C'S* with respect to e, accounting
for the fact that participation and data-sharing choices will be adapting to the changing
breach probabilities in each state. By Proposition |3 this attains its global maximum at
e = 1, at which point it must also be increasing. Assuming for a moment that participa-
tion is always complete, the inequality that must be satisfied for negative slope at e = 0

is:

0(d (p(p, 0)) < [0(d°((p(1,0))) — £(d (P, 0))] — [0(dC(0)) — £(d®(0))]  (22)

security gain Gain from more accurate signal about firm’s type

357 am thinking about a strict liability regime in which the regulator cannot ex-post verify whether the
breach occurred due to the firm’s negligence (e < 1) or due to the exogenous shock ¢ which the firm cannot
protect against. Under a large value of (, a large penalty would potentially make a firm’s profit drop to

zero, but I am ignoring potential violations of participation constraints at the moment.
3"In an earlier section, it is mentioned that the model can accommodate é < 1 to be played by the

Commitment type in each period. A more detailed discussion of the above Lemma when this is the case

is relegated to the Appendix.
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Figure 4: As we exogenously vary the level of investment of the Normal type, consumers
adapt their beliefs and optimal participation and data decisions. The green, blue and
red curves correspond to ¢ € {0,0.1,0.2} respectively. Drawn for o = 2.2, u = 0.42. For
sufficiently small ¢, the curve is downward sloping at e = 0. Intuitively, learning about

the type of the firm is more important for smaller (.

At e = 0, the Normal type is always breached, in which case consumers share d (p(us, 0))and
t a good outcome is perfectly revealing of a Commitment type. The difference in the
right-hand side is between consumer utility when d°(p(us,0)) is shared and when d“(0)
is shared, given that the probability of a breach is 1, which is the case when e = 0 and the
firm is Normal type. This difference must be positive by quasi-concavity of u. At e = 0,
the difference between posteriors is maximized, and so is the right-hand side. At the same
time, the belief p(up, ) is maximized, hence the left-hand side is minimized. This is the
intuition of Lemma m We show in the Appendix that if is satisfied for the case of
complete participation in every state, it is also satisfied for the case of consumer-optimal

participation. The intuition remains the same.

6 Conclusion

In a two-period model, I examine the incentives of a digital service monopolist to invest in
unobserved data security, when it charges no access fees but instead monetizes consumer
data. Consumers suffer privacy-related disutility when data-breaches occur, and the firm
wants to earn a reputation for protecting users’ data to maintain high activity in period
two. I introduce two regimes of endogenous data sharing: in the regime of firm control,
data-sharing requirements are chosen by the firm in every period to maximize current

profits. If it is consumers, data-sharing is chosen to maximize current-period consumer
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surplus, accounting for the firm’s reputation. I ask whether a social planner can improve
ex-ante consumer surplus by committing to different levels of data sharing in period two,
relative to the regulation-free equilibria, and I allow data sharing to depend on the firm’s
posterior reputation.

Ex-ante commitment to data sharing affects consumer surplus directly, but also via
equilibrium investment. Starting at the firm-control equilibrium, the effects on investment
are dominated, and the planner can improve total CS by reducing the amount of data that
both high and low reputation firms collect. On the other hand, compared to the ex-post
consumer optimum, committing to less data sharing following a breach induces higher
security; the ex-ante optimal level trades-off higher security and more “signal jamming”:
greater investment impedes learning about the true levels of cyber risk which harms con-

sumers in the second period.
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A Benchmark model

A.1 Proposition 1

Similar to the statement of the Proposition, we take cases according to the value of (.
If { = 1, then there is no value to investment and e¢* = 0. Consumers know they will
suffer a breach in every period and make participation decisions accordingly. If 1 > ¢ > 0,
bad news are imperfect. In that case, e = 1 cannot be supported in equilibrium, because
tn(1l) = up(1) = p, hence consumer decisions in period 2 are the same following either
outcome of period 1 and the marginal benefit of investment becomes zero. The first-order

condition that defines an equilibrium with interior investment, e; < 1, is given by:

(1= ) (11, plya(er), 0)) = (e, plus(e1),0)) ) = C'(ex) (23)

and notice that, in equilibrium, e; enters in the firm’s marginal cost and in consumers’
posterior beliefs. Every solution to this equation constitutes an equilibrium; consumers

hold correct beliefs and the firm’s decision satisfies the relevant first-order condition. Since
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the firm’s maximization problem takes beliefs as given, the firm’s marginal benefit of
investment is flat and the second-order condition is always satisfied for convex cost.

It it easy to see that the equilibrium marginal benefit curve (the right-hand side of
(23)) is decreasing in e1. Since IT = r(d) F(u(d, p)) and u(d, p) = v(d) —pl(d), we know that
dIl/dp < 0 and differentiating the Lh.s., which I define as the function G of investment

and parameters, yields:

(=) (+)

oG OIL(d, p(pn(e1),0)) Op(pn(e),0)  OIL(d, p(up(e1),0)) Ip(up(e),0)
8761_(1_0[ Op de B Op de ]<0

(=) (=)

which is clearly negative, because uy increases in ej, and the opposite for u,. Since for
all e1 < 1, pn(e1) > up(er), the left-hand side is positive as long as II(d, p(un(e1),0)) > 0,
i.e. as long as a positive mass of consumers uses the service when beliefs are p(un(e1),0).
Under this assumption, at e; = 0, the left-hand side is positive, larger than C’(0) = 0.
We have already argued that the left-hand side tends to zero as e; — 1, in which case it is
smaller than the right-hand side. By continuity of both sides in e; and the Intermediate
Value Theorem, a solution must exist, strictly in the interior of (0, 1).

The case of ( = 0, i.e. perfect bad news proceeds similarly. Even for constant
up = 0, the equilibrium marginal benefit is a decreasing function of e; and there are
two possibilities. Either II(d, p(un(e1),0)) < 0 and e* = 0, which I assume away as dis-
cussed above, or II(d, p(un(e1),0)) > 0: in this case, there is an interior equilibrium iff
II(d, p(pn(1),0)) — II(d, p(0,0)) < C’(1), which is guaranteed by lime, 1 C'(e1) = oco. If

the marginal cost does not increase fast enough, e* = 1.

A.2 Lemmal

To show the first result, I appeal to the Implicit Function Theorem, to implicitly differ-
entiate equation that defines an interior equilibrium. At parameter values that yield
an equilibrium with e* < 1, equilibrium investment is a differentiable function of d and it

holds that:

[11(d, p(pn(e1), 0)) = T1(d, p(up(e1),0))|

ad G, —G. )ad
1 p(un(e1),0) 9217
~ ( )/‘ O°IId,p) 4, <
—Ge p(up(e1),0) ddop
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because p(un(e1),0) < p(up(er),0) and as argued in the proof of Proposition 1, G, < 0
and 828127(5])@ = r’(d)%@’d) + r(d)%g];d) < 0. For this derivation, I used the uniform F

assumption.

B Endogenous data collection

B.1 Lemma [3l

For the first part of the statement I will repeat the verbal argument from the main text:
if the firm finds it optimal to ask for d'(p) < d™%, it must be that a further increase in
d will reduce consumer utility and thus the mass of active users. Otherwise, an increase
in d would surely raise revenue, yielding a contradiction. For the second part, assuming
that both wu(d,p) and II(d, p) are differentiable and quasi-concave in d for all p € (0,1),
the respective maximizers are uniquely determined as solutions to first-order conditions.

The firm’s marginal benefit of increasing d is:

Oll(p, d)
od

= () F(u(d, ) + r(d) F(u(d p)) P!

if the consumers choose d°(p) = d™**, it must be that their marginal utility is still weakly
positive, implying that the above derivative is also positive, so that d’ (p) = d™** too. If
d® (p) < d™**  then marginal utility must be zero by the first-order condition, the above

derivative is again positive, and d®(p) < d¥'(p) holds as a strict inequality.

C DModel in steady state

C.1 Claim about incomplete participation

Claim: When consumers have no outside options, or u(d(1),1) is large enough, and
everyone always uses the service, the slope is negative at e; = 0, i.e. is satisfied.
Then, the slope of C'S with respect to e; as e; — 0 is also negative whenever 6, = #$ and

0y = (91? are smaller than 1.

By the usual envelope argument, when taking the derivative of C'S with respect to e,

there are no first-order effects from changes in either participation or data-sharing. Hence,
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the condition for negative slope at e; = 0 becomes:
o o ¢ (p(up,0)) o .
0~ (p(pp, 0))4(d™ (p(pp,0))) < /0 {v(d (p(p5,0))) — €(d” (p(1s,0))) — 9} f(6)do—

/090(0) [v(dC(O)) — e(dC(O)) B 0} £(0)d0

and arguments in the main text that the right-hand side is positive. Since #¢(0) >

6 (p(pp,0)), this can be rewritten as:
0% (p(16,0)) o c c c c
/0 [f(d (p(15,0))) — (v(d” (p(p, 0))) — £(d™ (p(p5,0))) + (v(d~(0)) — £(d (0))} f(0)do <
< (0)
[ () - o) - 0) s0)as
€ (p(1,0))

the outside options do not affect optimal data-sharing decisions of active consumers, hence

the dy(0), dy,(0) terms are the same in the inequalities that refer to the cases with and with-

out flexible participation. Hence, the integrand in the left-hand side is negative whenever

is satisfied, and the right-hand side is always positive: when the true probability of

a breach is 1, any consumer with outside option in the range [0 (p(us,0)), 08¢ (0)] of the

integral obtains negative expected utility when facing a Normal type.
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